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Synopsis

This document shows how to provision a virtual Linux Guest server from IBM Techzone
cloud environment.

Introduction

This hands-on lab environment is accessible via IBM Technology Zone and can be
provisioned only by IBM employees and IBM Business Partners. Once provisioned,
however, the environment’s connection details can be shared with anyone and
accessed via the public internet for cases when clients want to get hands-on.

Lab Environment

The lab exercises will be performed on Red Hat Linux 9.x guests running on IBM Z
system Cloud environment hosted from IBM Techzone

Lab Access

1. The lab exercises will be performed on Red Hat Linux 9.x guests running on IBM
Z system Cloud environment hosted from IBM Techzone

2. To access the IBM Techzone (Cloud environment) you will need an IBMid

3. Ifyou have IBMid, proceed to step 4, otherwise execute the following steps to
create the IBMid:

Creating an IBMid

Visit the IBM ID registration page. Fill in your email address, add your first and
last name, create a password and specify your country of residence. Click Next.

Already have an IBM account? Log in

d: Account information —

untry or region of residence Com pany

United States of America ===
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https://www.ibm.com/account/reg/us-en/signup?formid=urx-19776

After clicking Next, a verification code will be sent to your email address. Copy
and paste the code from your email into the verification box. Click Next.

Note: check your spam folder or firewall settings if the verification email is not
received within 5 minutes.

4. Once you have the IBMid credentials follow these steps

Find the Collection in TechZone

1. Login to IBM Technology Zone with your IBMid credentials:

Login to IBM

D Remember me @

Forgot IBMid? Contact the IBMid help desk

2. Using the search bar on the top right of the dashboard page, search for ‘Certified
Base Images’ under Resources. Select that collection.

Welcome to Technology Zone, Sam
Amsavelu
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https://techzone.ibm.com/

In the left hand tool bar section, you will see multiple collections and in that you
must select the ‘Power and Z systems’ option.

Gverview This collection is owned by the TechZone team and provides a centralized location for all available enviranments which have been certified for our users. These environments represent your best starting point for

how easy it is to deplay IBM Technology from scratch, or testing eustom configurations.

building new content, showing customer
TechZone Certified means that these enviranments have been tested, secured, and are fully supported by the TechZone team, plus regularly maintained to ensure reliability and stability.

Getting Started

ngs. Before you select your environment, read the page descriptions to understand reservation duration and available purpose. You can also

cPap Pre The left navigation outlines the preferred and premium environment off
VMWare find this information in the rvation Duation Policies Runbools

TBM Cloud € Preferred env ents are the lowest cost options with the longest duration. Tt is strongly recommended that you leverage these environments, such as Pre-installed Software and VMware on TBM Cloud which
Fyre Environments provide the ability to reserve for up to 49 days for a customer facing opportunity and 8 days for self-education or testing.

Power & Z Systems Premium environments are the most expensive and provide the shortest duration, plus they are not available for self-education or testing. These environments are strictly for eustomer facing opportunities and m

be reserved with a valid opportunity code or Gainsight ID.

- AWS, Azure, ROKS
watsonx Note: Additional vetting will be required if the infrastructure costs 10% of the opportunity size or up to $10K maximum.

Custom Requests

3. Under “ Environment - IBM Cloud IBM Cloud LinuxOne/System Z Red Hat VM”
section click on the ‘Reserve it’ button.

(3

IBM Technology Zone

Overview

Base OpenShift
Base VMs

Pre-Installed Software

CPAD Pre I lled Environments
VMWare on I1BM Cloud Environ,
; Environment - IBM Cloud Resource - Collection Resource - Collection Resource - Collection
BM Cloud Environm S

oud Environment 1BM Cloud LinuxOne/System Z Red Hat VM On-Premises IBM Power AIX, IBM i and Linux On-Premises Red Hat OpenShift on Power and On-Premises IBM Z z/0S and Linux Base
Fyre Environments Base Images 1BM Z Offerings Images
Power & Z Systems
Premium - AWS, Azure, ROKS £ certified This is a collection of AIX, IBMi, and This is a collection of the various Red Hat This is a collection of z/0S and Linux
watsonx Requirements: Linux images for IBM Power-based OpenShift base and pre-installed images for IBM Z based systems that

) systems that can be deployed on the application offerings available for the are deployed as guests under z/VM on

Custom Reques NOTE: There is limited LinuxOne

Technology Zone on-premises Power Technology Zone on-premises Pou the Technology Zone on premises 214

infrastructure. These are primarily 1BM Z infrastructure. infrastructure. These are primarily

intended for use for customer intended for use for customer

capacity available, if your reservation
Resources fails to provision it is likely due to

capacity issues and you should try a
Environments S demonstrations, proofs of concept and

different zone/data center.

demonstrations, proofs of concept and

technolo... < - )
Metadata Value:
Comments Aselection of a handful of recent Red
Hat pr.. . pore

s s 5 i = &

Provision the Lab Environment

4. On the next page, click on the ‘Request an environment’ option under Single
environment reservation options:

TechZona Certified Base Images

18M Cloud Linux0s tem Z Red Hat VM

View collection 3

@ Create a reservation

€ Select a reservation type

Single environment reservation options:
O Ragquest an anvironmant
Request multiple environments:

Leverage workshop manager to request multiple environments for your upcoming hands-on workshop and manags them all in one placa.
All wor itted 7 days bef ¢

() Schedule aworkshop
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5. Select the ‘Purpose’ for your environment. Note that this selection affects how long
you can reserve this environment.

e Demo: 4 days with 4-day extensions available up to three weeks — valid
sales opportunity number required

e Education: 2 days with two 2-day extensions available up to six days —
description required

e Pilot: 7 days with two 7-day extensions available up to two months -
valid IBM Opportunity ID required

e Test: 12 hours with two 12-hour extensions available up to two days —
description required

1BM Technology Zone

6. Fill out the reservation form: opportunity ID (if required, see above), description,
datacenter based on the geographic location closest to you, and reservation time,
0S Image(Choose Red Hat Enterprise Linux 9.4). Once ready, accept the terms and
conditions and hit ‘Submit’ button.

18/87/2025 62:28 PH B America/Chicago

18/89/2025 02:26 PH =] America/Chicago
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7. Onthe next page, click on ‘My Reservations’ to see your environment as it is
provisioning.

A Complete
Thank you.

‘Your ibmcloud-2 reservation has been created for IBM Cloud LinuxOne/System Z Red Hat VM.

You will receive an email at ibm.com with i i your reservation once it is ready.

You can manage your reservations on the My reservations page.

8. Wait for your environment to be ‘Ready’. The estimated time for provisioning is
between 20 minutes and 90 minutes. Click on the tile once ready.

Status - Ready S . R d
1BM Cloud LinuxOne/System Z Red Hat VM » Status: Ready

Purpose
Education

Description

Bootcamp tutorials

Start date
Oct 7, 2025 2:23 PM

End date
Oct 9, 2025 2:37 PM

Extend limit
2

Open this environment =

Once the environment is ‘Ready’, click on the tile to see Environment details to view
login credentials and other connection details.
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Following is a sample Reservation details, note the ip address, port, userid and
password and the SSH key for logon

Reservation Details
Host Name
itzvsi-pwpnkte

Compute Profile
bz2-2x8

Eoot Disk Volume Size

100

Additional Unformatted Disk Volume Size

100

Private IP Address
10.241.0.36

Public IP Address
150.239.108.98

S5H Port - Non-standard port used to enhance security

2223

User Name - Has full sudo access

UBUE9YW

[User Password - Use 55H key for logins |

JtbT>-43hbbE7:%

Download SSH Key L

You are now ready for the labs!

Access the provisioned Linux Server

Download the SSH Key, in our case in the windows environment, we downloaded
the ssh key as “ssh_private_key.pem”

You can connect to the provisioned Linux server from a Linux or MAC OS terminal
environment with the following command

ssh -i [key file name with location] user@host_ipaddress -p 2223
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[samlinux@LAPTOP-FRQP14HT ~]% ssh -i /tmp/ssh_private key.pem UBUESYW@150.239.108.98 -p 2223

Welcome to IBM Technology Zone

IBM's internal systems must only be used for conducting IBM's business
or for purposes authorized by IBM management. Use is subject to audit
at any time by IBM management.

Unauthorized access will be investigated and penalties will be pursued
in conformance with applicable laws and regulations. If you are not an
authorized user disconnect now.

Welcome to IBM Technology Zone

IBM's internal systems must only be used for conducting IBM's business

or for purposes authorized by IBM management. Use is subject to audit

at any time by IBM management.

Unauthorized access will be investigated and penalties will be pursued

in conformance with applicable laws and regulations. If you are not an
authorized user disconnect now.

Activate the web console with: systemctl enable --now cockpit.socket

Register this system with Red Hat Insights: insights-client --register

Create an account or view all your systems at https://red.ht/insights-dashboard

Last login: Wed Oct 8 10:36:03 2025 from 47.188.73.59
[UBUEOYW@itzvsi-pwpnkte ~]$ D

If you are using “PuTTY” to connect to your provisioned server, PuTTY requires
private keys to be in its proprietary .ppk format. To convert the downloaded .pem
file use PuTTYgen utility (a tool included with PuTTY) to convert your .pem key to
.ppk format.

Open PuTTYgen.
Click "Load" and select your .pem file
Click "Save private key" and save it as a .ppk file.
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Q PuTTY Key Generator

File Key Conversions Help

Key

Public key for pasting into OpenS5H authorized_keys file:
sshrsa AAAABINzaC lyc 2EAAAADAGABAAAC AQDPEMe 1adiGULD

+TpiREc & BRTQIIR0ZI 1w DbZdeagDtSMINEIF
05hilV/Bob 7+yaB5ay0DLVW 3okt R

+mj Bzw LID{W 7AML AoqynCd Y Eh KiHZZ FdkyFm
U2w ZkzZmrRCAv Bp L4 /Hyv UPaxw At 9AtvgHHe

Key fingerprint: sshrza 4096 SHAZ5E:LUAVN o

Key comment: imported-openssh-ey

Key passphrase:

Confirm passphrase:

Actions

(Generate a public/private key pair

Load an existing private key file

-
*

PuTTY¥gen Motice X

Successfully imported foreign key

[Open55H 55H-2 private key (old PEM format]).
To use this key with PUTTY, you need to

use the "Save private key” command to

save it in PuTTY's own format.

Save the generated key

Parameters

Type of key to generate:

ORsA

(O DSA (O ECDSA

MNumber of bits in a generated key:

—
Generate
Load
Save public key [ Save private key ]
() EdDSA () 55H-1 (RSA)
2048

Now in PuTTY, Save a session with ip address, portname
Then navigate to Connection > SSH > Auth > Credentials and browse to select
the newly created .ppk file.

@ PuTTY Configu

Category:

ration

[~ Session

H chging
= Terminal
- Keyboard
- Bell
- Features
= Window
- Mppearance
- Behaviour
- Translation
[+- Selection
- Colours
= Connection
- Data
- Proxy
- S5H
- Serial
- Telnet
- Rlogin
- SUPDUP

About

10

Help

Basic options for your PuTTY session

Specify the destination you want to connect ta

Host Name (or IP address)
150.239.108.58

Port
2223

Connection type:

©55H (O Seial () Other:  Telnet w

Load, save or delete a stored session

Saved Sessions
0-0-0-0-0-0-1 BMCloud

Default Settings
HHH-0HD-Diavid

0-0-0-0-0-0-1 BMCloud

OH0H0H0H0-Linux Cloud

0-0-0-0-L¥10B-Router-3.40.76. 71
0-0-0-0-Sb 1-0psMgr-3.76.60.100
0-0-0-0-216-Mongo 1-5.40.76.162

Save

Delete

Close window on exit:

() Mways () Mever © Only on clean exit

Cpen

Cancel
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#R PuTTY Configuration ? o

Category: 1
- Keyboard Credentials to authenticate with |
- Bell Publickey authentication \
- Fealures Private key file for authentication:
- Window rivate key file for a ication: |
- Appearance C:\Users\SamAmsavelu‘\Downloads'c1{  Browse... |
- Behaviour Certificate to use with the private key (optional): :
- Translation B
- rowse...
[ Selection )
+ Colours Plugin to provide authentication responses |
[=- Connection Pluai b |
. Data ugin command to run |
- Proxy }
=+ 55H |
- Host keys |
- Cipher
[=- Auth '
Cr i |
{GSSAFI |
- K11

About Help Cancel

EP UBUESYW®itzvsi-pwpnkte:i~ — O X

login as: UBUESYW
Pre-authentication banner message from server:

Welcome to IBM Technology Zone

IBM's internal systems must only be used for conducting IBM's business
or for purposes authorized by IBM management. Use is subject to audit
at any time by IBM management.

Unauthorized access will be investigated and penalties will be pursued
in conformance with applicable laws and regulations. If you are not an
authorized user disconnect now.

End of banner message from server
Authenticating with public key "imported-openssh-key"

Welcome to IBM Technology Zone

IBM's internal systems must only ke used for conducting IBM's business
or for purposes authorized by IBM management. Use is subject to audit
at any time by IBM management.

Unauthorized access will be investigated and penalties will be pursued
in conformance with applicable laws and regulations. If you are not an
authorized user disconnect now.

Activate the web console with: systemctl enable --now cockpit.socket

Register this system with Red Hat Insights: insights-client --register

Create an account or view all your systems at htops://red.ht/insights-dashboard
Last login: Wed Cct 8 10:37:26 2025 from 47.188.73.59

[UBUESYWRitzvsi-pwpnkee ~15 [I

Now you are connected to the Linux server

11
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References

1. “Red Hat Enterprise Linux” redhat.com (link resides outside IBM)
2. “https://samveluibm.github.io/MongoDB-Wildfire-Workshop/” github.com (link
resides outsides IBM)

Contact

This hands-on lab guide was created by Sam Amsavelu (samvelu@us.ibm.com) from
the IBM Z Washington Systems Center. Please reach out if you have any questions,
comments or concerns.
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https://www.redhat.com/en/technologies/linux-platforms/enterprise-linux
https://samveluibm.github.io/MongoDB-Wildfire-Workshop/
mailto:jacob.emery@ibm.com

