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Overview

Since IBM Db2 for z/OS version 11, has the ability to be a REST (Representational State Transfer) service
provider. In this workshop, you will learn how quickly Db2 stored procedures and SQL statements can be
enabled as REST services, and support REST interaction with your web, mobile and cloud applications.

Db2 REST services are fully integrated into the Db2 distributed data facility (DDF). All Db2 REST services are
managed natively within the Db2 subsystem/member. The Db2 native REST service solution leverages the
existing DDF capabilities for authentication, authorization, client information management, service
classification, system profiling, and service monitoring. Db2 defines a REST service as a package. Each
package contains a single static SQL statement and is recorded in the SYSIBM.DSNSERVICE catalog table.
The following SQL statements are supported: CALL, DELETE, INSERT, SELECT, TRUNCATE, UPDATE and
WITH.

Db2 provides REST APIs to create, discover and manage user-defined REST services in Db2. Db2 REST user-
defined services are invoked by the POST method only. The z/OS Connect API Editor can reassign this POST
method. For example, in Lab 2 you will use the z/OS Connect API Editor to map the Db2 REST service’s POST
method to the appropriate GET method.

The purpose of the following lab is to provide the information necessary to create and execute Db2 REST
services using VSCode and relevant extensions.

4 Overview
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Introduction

This introduction provides the system requirements and instructions to create Db2 REST services and APIs.
The following labs are presented in a series of instructions using Db2 and the Db2 installation verification
program’s (IVP) “EMP” table created in job DSNTEJ1. The IVP EMP table should be available on customer
systems to practice with local subsystems.

The following concepts are covered in this workshop:

e Create a Db2 REST service using an existing stored procedure and/or a SQL statement

Software inventory used in this workshop to complete the exercises
1. IBMDb2 12 for z/0OS
2. Microsoft Visual Studio Code (VSCode)
3. AREST API interface — VSCode extension Thunder Client will be used in the exercises

Icons

The following symbols appear in this document at places where additional guidance is available.
‘ Icon Purpose Explanation ‘

This symbol calls attention to a particular step or
Important! command. For example, it might alert you to type a
command carefully because it is case sensitive.

This symbol indicates information that might not be

Information necessary to complete a step but is helpful or good to
know.
Troubleshooting This symbol indicates that you can fix a specific problem

by completing the associated troubleshooting information.

© H >

Introduction 5
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Lab 1Db2 Native REST Services

This exercise covers creating a Db2 REST service using the Db2 BIND command using an update provided in
Db2 PTF UI51748 and APAR P198649 (PTF UI584231 or UI58425). The Db2 REST service will use a Db2
native SQL stored procedure or a SQL statement. When creating the service, you have the option to use an
already existing stored procedure, or a simple SQL statement. If you would like to use both, two separate
batch jobs must be submitted. A Db2 REST service is restricted to only one stored procedure or SQL
statement.

Db2 z/OS REST services do support HTTPS, but requires z/OS “Application Transparent — Transport
Level Security” (AT-TLS).

Important!
In this lab you have the option to create a Db2 Native REST

service that uses a simple SQL statement or an existing
stored procedure, or both.

If you would like to create both, you must send two
separate batch jobs.

6 Lab 1: Db2 Native REST Services
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1.1 Lab Preparations and Discovering Services

Db2 REST services can be created and managed using VSCode with the Db2 for z/OS Developer Extension
and REST debugging tools. In this step, you will set up a REST API VSCode Extension for use in testing and
executing the REST services that you will be creating using the Db2 BIND subcommand. In this lab, we will be
using “Thunder Client” as our REST API extension; there are other available REST API extensions available in
the VSCode Extensions Marketplace.

1.1.1 Launching VSCode and Discover Db2 REST Services

In this exercise, you will use the tools available for internet download to work with REST APIs. In this section,
you will use a REST API Extension in VSCode to issue REST requests to execute the Db2 REST Services.

1. Double click on the VSCode icon on the desktop:

wg31 IBM Explorer  This PC
for zOS

Hﬂ]@

Visual Studio IBM WSC Visual
e “‘eveloper f... Studio Zo...

4—::‘.\
2. When VSCode launches, navigate to the left-hand side panel and click on the Thunder Client

RESTSTMT
RESTV/1
Thunder Client (Ctri+Shift+R) |

RESTV3

extension.
3. Clicka “New Request” and update the request with the information below to discover all Db2 REST
services currently installed in the Db2 catalog.

WPED ] IENT A
Ch LLICN L,

New Request £

A. Setthe REST Method to: GET
B. Add the Db2 discover API to the REST URL: http://wg31.washington.ibm.com:2446/services

__i. Db2 DNS name = wg3l.washington.ibm.com
i Db2 port = 2446
i, Db2 Discover URI = /services

4. Select “Auth” from the header and “Basic” in the sub-header to enter the following information:
A. Username: USER1

Lab 1: Db2 Native REST Services 7
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B. Password: USER1

W] Welcome ‘ TE New Request X
GET ~  hitp:/fwg3l.washington.ibm.com:2446/services m
Query HeadersZ  Authl Body Tests Pre Run
Ty Y
MNone Basic Bearer OAuth 2 NTLM AWS
Username USER1

Password m

__ 5. Click SEND to send the request.
__ 6. Discover Response. Confirm the proper output below:
A. The first items displayed for review are the response status, stats, and response body. The status
200 OK will be the normal successful return code for Db2 services.

Password =

B. The response headers information may be viewed, for analysis, by selecting from the options
presented.

Response Headers®  Cookies Results Docs i)

C. Return to the response body if you viewed the response headers. Scroll down to see the Db2
services installed. Db2 services: “DB2ServiceDiscover” and “DB2ServiceManager” are for
administration and system management.

8 Lab 1: Db2 Native REST Services
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Status: 200 OK

Size: 5,15 KB  Time: 925 ms

Headers & Cookies Results Docs Hn =

[ VI B W NN

W
- @D O

Click “Rename’

New Request

o W

“DB2Services": [

“serviceName": "DB2ServiceDiscover”,

"version”: null,

"isDefaultversion™: true,

"serviceStatus”: "started”,

“serviceDescription”: "DB2 service to list all available services.”,
“serviceProvider"”: "db2service-1.0",

"serviceURL": "http://wg3l.washington.ibm.com:2446/services

/DB2ServiceDiscover”

"serviceName"”: "DB2ServiceManager”,

"version™: null,

"isDefaultversion™: true,

“serviceStatus™: "started”,

"serviceDescription™: "DB2 service to create, drop, or alter a user defined

service.”,

‘serviceProvider”: "db2service-1.0",
"serviceURL": "http://wg31l.washington.ibm.com:2446/services/DB2ServiceManager”

¢ welcome | TC New Request X |

7. Rename this request to “Discover Services.” Hover over the request name for the three dots to appear.
. After you have typed “Discover Services” in the top bar, hit enter to save it.
0 e

GET ~  http://wg31.washington.ibm.com:2446/services

Activity Collections Env
’rn;l _ Query Headers?  Auth? Body Tests Pre Run
;> (E3) wg31.washington.ibm.com:2446/services None Basic Bearer OAuth 2 NTLM AWS
Just now
() Run Request Basic Authentication

07

>

8. Clickthe same menuicon, “...”, next to the service and select “Save to Collection.’

Save to Collection Username USER1

Open in New Tab

Password =
uplicate

Delete

Status: 200 OK

Response

[ TN R S I SR

[

12

14

1c

{

Siz

Heade

"DB2Servi

{

"serv
"serv
"vers
"isDe
"serv
“serv
“sery
"serv

/

"serv

“earu

Lab 1: Db2 Native REST Services
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9. Inthe Collection drop menu, select “Create New”. In the “New Name” box that appears, title the
collection “Db2 Native REST Services” and hit Submit.

File Edit Selection View Go Run Terminal Help

Search [Administrator]

Activity Collections Env

(3 Discover Services

Just now

D ® %y v o B|E
"

®

Rename

Dupiicate

Delete

3 welcome

[ T¢ Discover Services “'E Add To Collection A‘

Request Name:

Discover Services

Urk:

http://wg31.washington.ibm.com:2446/services

Collection:

Create New

New Name:

__10. You may close the “Add to Collection” window. To view your request in the Collection, click the

“Collections” tab next to “Activity”.

Q F lew Go Run Terminal Help ( oEoe - o
i) O o | 39 wekcome [ T8 Discover services xH ]'I
New Re

jol GET http://wg31.washington.ibm.com:2446/services Status: 2000K  Size:3.53KB  Time: 406 ms

x’ Query Headers?  Auth! Body Response Headers®  Cookies Results Docs 0 =
1 {

I | v Db2 Native REST Services None  Basic  Bearer  OAuth2 2 DB2Services”: [

o S _ — 3 {

(3D Discover services 4 “se “: “DB2ServiceDiscover”,
@ s Basic Authentication 5 = n10": null
User USERY

(& name .
e ": "DB2 service to list all available services.”,

o Password  weeer a 10 db2service-1.0",

13 {

18 “D825erviceManage!

15 ": mull,

18

2 ¥ : "db2service-1.0",
{

“serviceName™: “deletetmployee”,
"s tionID": “:CEEService”,

831.uashington. ibm.com: 2446/ services

an employee from table USER1.EMPLOYEE",

31.washington. ibm, com: 2446/ services/2CEEService

31.washington. ibn. com: 2446/services

3 e-1.07,
35 e”: “displayEmployee”,

6 tionID™: "2CEEService”,
38

Response

: “http://wg3l.washington.ibm.com: 2446/ services/DB2ServiceManager”

®
&
| < I8

Summary: In this section we launched VSCode and authenticated our collection with Basic Authentication.

Discover
Service

10
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1.2 Creating A Db2 REST Service

The following sections demonstrate how quickly a Db2 REST service can be created using a Db2 stored
procedure and/or a SQL statement. Creating REST services from stored procedures allows existing business
logic to be used by new applications in the APl economy. The DB2 BIND subcommand will be used to create
the Db2 user-defined REST service, and the REST service will be stored in the Db2 catalog (table
DSNSERVICE) ready for use. VSCode will be used to test the execution of the Db2 REST service.

When you create a service, Db2 identifies you — or the authorization ID that you use — as the default owner of
the service. Therefore, you must have the required privileges to create a service and BIND the associated
package into a collection. For example, you must be authorized to execute the SQL statement that is
embedded in the service. See BIND PACKAGE (DSN) page in IBM Documentation for information regarding
the privileges and authorities that you must have to create a package for a Db2 REST service.

To reiterate, in this section, you will be using a JCL batch job to create a Db2 Native REST Service using
VSCode.

Important!

In this lab you have the option to create a Db2 Native REST service that uses an existing
stored procedure, or a simple SQL statement, or both.
If you would like to create both, you must send two separate batch jobs by following and
executing the steps below twice; once with the JCL calling the stored procedure, and the
second time with the JCL for the simple SQL statement.

Lab 1: Db2 Native REST Services 11
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The following steps show you how to complete creating a Db2 REST service using VSCode. Though, creating
this service could also be accomplished in a TSO 3270 emulator or green screen.

__ 1. Locate the Zowe Explorer extension on the left hand side panel and double click.

12

J File Edit Selection V -:1 B 0 08 - [m}
[ USER1.cMDB21.Cl
~+ Create a new filter, For example: HLQ.*, HLQ.33a.bbb, HLQ ccc.ddd{member)
~ DATA SETS
p Favorites
> o wgd1 TEL ‘
F Visual Studio Code
& Editing e ed
@ UNIXS-V:TEM!SERVICES(USS) Start Walkthroughs
Favorntes
aq Mg e
o wg31 L4 NewFile Get Started with ...
D op Customize your editor,
= learn the basics, and start
< nnect t
ore.
- JOBS
3 Favorites Recent
wg31 You have no recent folders

open a folder to start

2. Inthe Data Sets subsection, locate the magnifying glass search icon and click on it.

a. If prompted, use the following credentials then press enter on your keyboard:
Username: USER1
Password: USER1

DATA SETS | .

Je)
R Request Name:
a” e
r e
unt
[} http/fwg ingtor "
A4 Collection

3. Toview the appropriate data set, type in the qualifier of “USER1.CMDB21.JCL” and hit enter.

Lab 1: Db2 Native REST Services
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] File Edit Selection Viey

[Q[DDS— (m] X

@ ZOWE EXPLORER

= ?emplez HLQ.*, HLQ.3aa.bbb —-.dccc ddd(member)

v DATA SETS
p > '« Favorites
> o wg3l

@ ~ UNIX SYSTEM SERVICES (USS)
. Favorites

ﬂfg > wg31

~ J0BS
Favorites
wg31

You have no recent folders,

open a folder to start

Visual Studio Code

Walkthroughs

Get Started with ...
Customize your editor,
learn the basics, and start
coding

__ 4. Locate the jobs for creating the different Db2 REST Services. On the left side click on the arrow next to

USER1.CMDB21.JCL to expand the datasets with the jobs.

®] File Edit Selection View Go Run Terminal D Search [Administrator]
@ o PLORE!
wg3l
ﬂ ~ USER1.CMDB21.JCL

RESTFREE

RESTSP

RESTSTMT

« UNIX SYSTEM SERVICES (USS)
Favorites

wg31

You have no recent folders, open a folderto start,

5. Now,mglou can create any of the services using the provided JCL. You may choose one or both options

listed below. You can double click on each job to view the JCL in z/OS Explorer, and they are also listed

below for your reference.

Lab 1: Db2 Native REST Services
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A. To create a service calling the stored procedure, right click on RESTSP.jcl and select Submit.

DATA SETS +

AILEICL 2 BIMD EXEC PGMaIK
3 STEPLIE DD DSN

@ ¥ % o Bl

¥, :departmentl, :department2

i,

<

s by departments or department range’

USER1.DFHFILEA.QLOD.UNLOAD

UNIX SYSTEM SERVICES (USS)
1085

OR

B. To create a service using a SQL Statement, right click on RESTSTMT.jcl and select Submit.
) File Edit Selection View Go Run Terminal Help « [ Search [Administrato )

DATA SETS

XIT,DISP=SHR
DSNLOAD, DISP=SHR

HENO, WORKDEPT FROM
PT = :INDEPTNO

USER1.DFHFILEA.QLOD.UNLO

UNIX SYSTEM SERVICES (USS)
1085

Favorites

Note: Expect a Completion Code (CC) of 0000 for successful completion. Click on the job ID
hyperlink to verify the CC.

-~ JOBS

Favorites
3 973) -
| [ — > RESTSPUIOB0SST3) - CC 0000 - |

1.2.1 Confirm the creation of the Db2 REST Services
This section is optional because receiving a Completion Code (CC) of 0000 confirms the successful creation

of your service. However, it is useful to “re-discover” the services installed on Db2 to see any updates made
to the subsystem. Return to the Thunder Client extension in VSCode that we used in Step 1.1.1.

14 Lab 1: Db2 Native REST Services



__ 1. Usethe “Discover Services” request again to confirm the creation of the Db2 service.
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A. Open the “Discover Services” request in the Thunder Client VSCode extension, found in the “Db2

Native REST Services” collection.

@ THUNDER CLUENT 4 »§ welcome TC Discover Services ”
New Request .
2 Activity e GET hitpy//wg31 ¢ Al S
g,o _ | Quey Headers?  Auth! Test R Res
0r> v Non Basic  Bea A NTLA A
®
& Username SER )
13 Password e
B. Click SEND to invoke the command.
O e T L e
/O Activity Collections Env ’ : . e Stat
gy =1 Headers2  Auth! 1 Res
e’> v Db2 Native REST Services None Basic Bearer OAuth2 NTIM AW >
Ger e
®
0o Username useri)
73 Password e

Troubleshooting

If the request fails, returning a status code of anything other
than 200 OK, go back to section 1.1.1 and confirm that the

request is filled out correctly; namely the correct REST
Method and URI.

Also, read the StatusCode and StatusDescription to
troubleshoot and debug the error.

Be careful when saving any changes made to the request.

Lab 1: Db2 Native REST Services
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C. Scroll down and confirm that the “selectByDeptSP” and/or “selectByDeptSTMT” is in the discover

response output body.

Status: 2 Size: 515 KB  Time: 925 i
Response Headers 8 Cookies Results Docs
{
2 "DB2Services": [
{
“serviceName": "DB2ServiceDiscover”,
"serviceCollectionID": null,
“version”: null,
"isDefaultVersion": true,
"serviceStatus “started”,
"serviceDe ": "DB2 service to list all available services.”,
10 “servic "db2service-1.0",
11 "serviceURL": "http://wg31.washington.ibm.com:2446/services
/DB2ServiceDiscover”
1 b
1 {
14 “serviceName": "DB2ServiceManager”,
1 “serviceCollectionID": null,
16 “version“: null,
17 "isDefaultVersion": true,
1 "serviceStatus”: “started”,
1 “serviceDescription”: "DB2 service to create, drop,

service.

“serviceProvider"”: “db2service-1.8",

or alter a user defined

“serviceURL": "http://wg31.washington.ibm.com:2446/services/DB2ServiceManager”

e": "selectByDeptSP",

"alternateServi
/SYSIBMServi

“selectByDeptSTMT",

": "http://wg3l.washington.ibm.com:2446/services
ce/selectByDeptSP”

Response

The ServiceURL listed below (as well as above in the JISON) contains the URL used to display the JSON
request and response schemas and execute the Db2 REST service. The service URL will be used
to display the Db2 services’ metadata. You may enter the URL in Firefox (not as RESTClient)

to view the schema.

Stored Procedure:

e http://wg31.washington.ibm.com:2446/services/SYSIBMService/selectByDeptSP

e The Uniform Resource Identifier (URI) is: /services/SYSIBMServiceselectByDeptSP

SQL Statement:

e http://wg3l.washington.ibm.com:2446/services/SYSIBMService/selectByDeptSTMT

e The Uniform Resource Identifier (URI) is: /services/SYSIBMServiceselectByDeptSTMT

16
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Summary: In this section, we confirmed the creation of the REST service using our previous “Discover
Services on DB2M” request.

Create the

Service

Lab 1: Db2 Native REST Services 17
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1.3 Execute the Db2 REST service

The first thing to do before executing the Db2 REST service is to review the JSON request and
response schema information. The JSON request schema provides the information needed to
execute the Db2 REST service, and the response schema provides the information being sent from
Db2.

For the service using the stored procedure — “selectByDeptSP” — it is important to take note of a
property of the response schema. A Db2 REST service that calls a stored procedure, returns a result
set that Db2 calls a “dynamic anonymous result set”. The reason there is an “anonymous result set”
is because the Db2 stored procedure can provide various output results, which is determined based
on runtime input. The term “anonymous result sets” indicates that in order to determine what the
result set output will look like, the Db2 service must be executed and tested to definitively know the
result set. You will view this property in step 6A below. In contrast, you will not see this property in
the response schema for the service using a simple SQL statement because the result set output is
guaranteed based on the runtime input parameters.

Db2 SQL statements and stored procedures with output parameters will have their JSON response

fields included in the JSON response schema, because that information is included in the Db2
catalog.

18 Lab 1: Db2 Native REST Services
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1.3.1 Display the Db2 Native REST service JSON schema information

In this section, regardless of which service you created — “selectByDeptSP” and/or “selectByDeptSTMT” — you
will only create one request that can be used for each option. The request information required only differs in
the Db2 service URI, which is detailed in step 5B below.

1

Return to the Thunder Client VSCode Extension. Create a new request in the “Db2 Native REST”

Collection, by selecting the “New Request” option within the collection’s menu.

THUNDER CLIENT

Activity

Collections

A

[ JIEEE

New Request v

Env

v Db2 Native REST Services

- D A
Discover Services Run All

Settings

New Request

New Folder
Rename
Duplicate
Export

Delete

__ 2. Namethe

and press enter.

request “Display service JSON schema”

rminal  Help

| Displa:
THUNDER CLIENT O _’Ql l=e;yl»:—.'

Activity Collections Env

@ % % v Bls

(Y,

®

_ 3

Lab 1: Db2 Native REST Services

y service JSON schema

confirm or 'Escape’

Status:

Response Headers®  Cookies

Update the request with the information below to view the created service’s JSON scherﬁa.

19
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A. Setthe REST Method to: GET
B. Toview the JSON schema information for a specific service, the appropriate corresponding Db2
service URI must be used. Select the schema for the corresponding service creation option that
you chose in Step 5 of 1.2.

To view the JSON schema for the service calling a Stored Procedure fill in the request body
information with the URI found in step i below.

To view the JSON schema for the service calling a SQL Statement fill in the request body
information with the URI found in step ii below.

20

FOR STORED PROCEDURE
http:/wg31.washington.ibm.com:2446/services/SYSIBMService/selectByDeptSP

(1) Db2 DNS name = wg31.washington.ibm.com
(2) Db2 port = 2446
(3) Db2 service URI = /services/SYSIBMService/selectByDeptSP

Select “Auth” from the header and “Basic” in the sub-header to enter the following
information:

Username: USER1
Password: USER1

] File n Terminal Help €« | Search [Administrator]

@ THUNDER CLIENT (9 JICEH ] Welcome I TC Discover Services ‘ TC Display service JSON sche. X “

p GET http://wg31.washington.ibm.com:2446/services/SYSIBMService, 55\9 Status: 4

Activity Collections Env

39 Query Headers 2 Body Tests Pre Run Response
filter collections = a—

ﬁr\’, v Db2 native rest services None  Basic Bearer OQAuth 2 NTLM AWS y "Sta

@ G2 discover services A

ug ((Z3) Display service JSON schema Username USER1

o Password weeed

http:/wg31.washington.ibm.com:2446/services/SYSIBMService/selectByDeptSTM
T

(1) Db2 DNS name = wg31.washington.ibm.com
(2) Db2 port = 2446

Lab 1: Db2 Native REST Services
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(3) Db2 service URI = /services/SYSIBMService/selectByDeptSTMT

Select “Auth” from the header and “Basic” in the sub-header to enter the following
information:

Username: USER1

Password: USER1

] File nal dministrato
@ THUNDER CLIENT Q - !(, Welcome C Discover Services € Display service JSON sche X ”
=
p GET http://wg31.washington.ibm.com:2446/services/SYSIBMService/se Send Status:
Activity Collections Env
g_p _ Query Headers?  Auth Body Tests Pre Run Response
filter collections - T {
Db2 native rest services None Basic Bearer OAuth 2 NTLM AWS
b k ative rest services
ﬂr> T
L‘% LoJes Username
o Password [ ***+

__4. Click SEND to invoke the command. If you created both services and would like to view both schemas,
send one request, view the response. Then update the Db2 service URI with the other URI, and send
the request again to view the response.

5. The Db2 REST service schema information will be displayed in the response. Confirm the following

output below for the services that you created, corresponding to which option you chose in Step 5 of
1.2

The output or the service using the Stored Procedure is found in step A below.
The output for the service using the SQL Statement is found in step B below.

A. FOR STORED PROCEDURE: “selectByDeptSP” schema information
i. Listed below are highlighted sections with the request schema fields and data types for the

stored procedure. In order to send a successful REST request to Db2, this schema indicates
what must be included in the request body in order to execute the service. Review the required
fields and their expected corresponding data types below. You will use this information later to
execute the service.
(1) whichQuery = integer
(2) departmentl = string
(3) department2 = string
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Response Headers®  Cookies Results Docs {}
12 "RequestSchema™: {

13 “$schema™: "http://json-schema.org/draft-84/schemat”,
14 "type": "object”,

15 “properties”: {

16 "whichQuery": {

17 "type": [

18 "null”,

19 "integer"

20 1.

21 "multipleOf”: 1,

22 “minimum”: -2147483648,

23 "maximum”: 2147483647,

24 “"description”: "Nullable INTEGER"
26 “department1”: {

27 "type": [

28 "null”,

29 "string”

30 1.

31 "maxLength”: 3,

32 "description”: "Nullable CHAR(3)"
34 “department2”: {

35 "type": [

5 "null”,

37 "string”

38 1.

39 "maxLength™: 3

40 "description™: "Nullable CHAR(3)"
43 “required”: [

44 "whichQuery”,

45 “departmentl”,

46 "department2”

47 :

48 "description”: "Service selectByDeptSP invocation HTTP request

body"
From this information we can imagine what a request body should entail.
For example, here is a sample JSON request that we could use to invoke
the service:
{
"whichQuery": 2,
"department1":"A00",
"department2":"EQQ"
1

Scroll down in the schema and notice the JSON response schema result set type, “Anonymous
ResultSets”. As described at the beginning of the section, this indicates that the number of
results sets to be returned is ambiguous, due to the fact that the results are dependent on the
input parameters the stored procedure.
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"StatusDescript

IBM z/0S Software

ii. Rewewmg other sectlons of the response schema, you will see what data will be returned from
Db2 and how you will receive that data. Even though we know that the number of results sets
will vary, due to the “Anonymous ResultSet” property, the result set output will be returned as
an array of items that will be of the type “object”.

vuuy

o)

“"$schema”:

w N =@

"properties”:
"ResultSet 1

o u

~J

"items": {

O

":}*pe“ .

B AR B B B B T BT, BT, Y, T
S

2 ®
~

"ResponseSchema”:
"http://json-schema.org/draft-04/schema#”,
"type": "object”,

"description”:
"type”: "array”,

"descript
"object”

-
1

r

1

Qutput™: {
"Stored Procedure ResultSet 1 Data”,

ion": "ResultSet Row",

OR

B. FOR SQL STATEMENT: “selectByDeptSTMT” schema information
i.  Listed below are highlighted sections with the request schema field names and data types for
the SQL statement. In order to send a successful REST request to the Db2, this schema
indicates what must be included in the request body in order to execute the service. Review
the required fields and their expected corresponding data types below. You will use this
information later in the lab to execute the service.

INDEPTNO = string

Lab 1: Db2 Native REST Services
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11 "serviceStatus": "started”,
12 "RequestSchema™: {
13 "$schema”: "http://json-schema.org/draft-04/schema#”,
14 "type"”: "object”,
15 "properties”: {
16 "INDEPTNO": {
17 "type": [
“null”,
19 "string”
2¢ =
21 "maxLength": 3,
22 “"description”: "Nullable CHAR(3)"
L "required”: [
26 "INDEPTNO"
27 -
28 "description”: "Service selectByDeptSTMT invocation HTTP request
body™

From this information we can imagine what a request body should entail. For example, here is
a sample JSON request that we could use to invoke the service:

{"INDEPTNO": "A00"}

Scroll down further in the schema and notice the JSON response schema result set type, DOES
NOT include the type “Anonymous ResultSets”. As described at the beginning of the section,
this is because this service uses a simple SQL statement and the result set output is known.
Instead, the schema indicates that the requested set of data will be returned.
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Status: 200 OK  Size: .63 KB Time: 49 m:

Response Headers®  Cookies Results Docs
— vuuy
"ResponseSchema”: {
"$schema”: "http://json-schema.org/draft-04/schema#”,

32 "type"”: "object”,
3 "properties”: {

34 "ResultSet Output”: {

": "array”,

“: "object”,

"properties”: {

"FIRSTNME": {
“"type”: "string”,
"maxLength”: 12,
"description”: "VARCHAR(12)"

13 1
&4 J

L "LASTNAME": {

- “"type": "string”,

46 "maxLength”: 15,

A7 "description”: "VARCHAR(15)"
51

"maxLength”: 4,

“description”: "Nullable CHAR(4)"

1
: |
7 "WORKDEPT": {
"type”: [
"null”,
"string”
I,

"maxLength”: 3,
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ili.  Reviewing other sections of the response schema, you will see what data will be returned from
Db2 and how you will receive that data. Selecting an employee by department will return an
array of object types that indicate the employee’s first name, middle initial, last name, phone

number, and department code.
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Responsedchema @ {

31 "$schema”:

32 "type": "object”,
33 "properties”: {
34 "ResultSet Output”: {

\ies

"type": "array”,
"items": {
"type": "object",
"propertiect: [
"FIRSTNME": {
“"type": "string”,
"maxLength": 12,
"description": "VARCHAR(12)"
e
"LASTNAME": {
"type": "string”,
"maxLength": 15,
"description”: "VARCHAR(15)"

1

"PHONENO": {
"type": [
"null”,
“string”
1,
"maxLength": 4,
“"description™: "Nullable CHAR(4)"

1

"WORKDEPT": {
"type": [
"null”,
“string”
1,
"maxLength": 3,
"description”: "Nullable CHAR(3)"

5
b

"reauired": T

"http://json-schema.org/draft-84/schema#”,

__ 6.  Upon reviewing the schema information for the service(s), now know what is required to execute the
service(s) successfully, and what the result set output should look like when it is returned.

Summary: In this section, we viewed the JSON schema of the service(s) that we created in section 1.3.

26
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1.3.2 Executing the Db2 REST service

In this exercise you will execute the Db2 REST service(s) that has(have) been created in section 1.3. If you
created both services and would like to execute them both in this section, for organization and clarity,
execute the following steps twice. Only at step 5 should you follow the specific instructions for your request.

For the create request, you will add two custom headers to the request. The headers indicate that the REST
service is using JSON for the information transmitted. The Header Fields:

e The Accept field will be set to application/json
o Defines that JISON will be used for the response
e The Content-Type will be set to application/json

o Defines that JSON will be used for the request body

__ 1. Create anew request in the “Db2 Native REST Services” Collection, as detailed in section 1.3.1 step 1.

__ 2. Forstored procedure, name the request “Execute a Db2 REST Service: Stored Procedure”. For SQL
statement, name the request “Execute a Db2 REST Service: SQL Statement”.

®] rile edit Selection View Go R Terminal  Helg N —_— -
@ THUNDER CLIENT & -3(|-‘.f::”'t Request Name (Press E

to confirm or "Escape’ to
/O GET http: g31.washington.ibm.com:2446/services/SYSIBMService/selectByDept: m Status: Siz
Activity Collections Env

gp' | Query  Headers? Auth! Body Tests  PreRun Response  Heade
filter collections — R ——

v Db2 native rest services None Basic Bearer OAuth2 NTLM  AWS
ﬁf> Db2 nativ v

Display service JSON schema CER1 service
> o e Username USER )

0 Password

_ 3. Navigate to the Headers tab in your newly created request to populate the appropriate REST Header
fields.

A. Inthe Key column type “Accept”, and in its corresponding Value column type “application/json”.
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B. Add another header by typing “Content-Type” in the Key column, and in its corresponding Value

column type “application/json.”

Query Auth Body Tests Pre Run

HTTF Headers Raw

Accept application/json

v co value

Accept-Encoding

Content-Type

Connection

Content-Encodina

__ 4. Ifthe service was created using a stored procedure, follow the steps in step A. If the service was

created using a SQL statement, follow the steps in step B.

A. FOR STORED PROCEDURE: Update the request with the information below to execute the Db2
service we created in section 1.2. The required input parameters we reviewed in section 1.4.1

resides in the JSON body.

i. Setthe REST Method to: POST

ii. Addthe Db2 REST URL:
http://wg31.washington.ibm.com:2446/services/SYSIBMService/selectByDeptSP
(1) Db2 DNS name = wg31.washington.ibm.com
(2) Db2 port = 2446
(3) Db2 Service URI = /services/SYSIBMService/selectByDeptSP

ili. Create the request JSON body by entering all the fields needed to execute the Db2 Service we
created in section 1.3 (“selectByDeptSP”), provided below. Click on the Body tab and then the

JSON button.

{

“whichQuery”: 2,
“department1”: “A00”,
“department2”: “E00”

POST | http://wg31.washington.ibm.com:2446/services/SYSIBMService/selectBy DeptS

Query Headers2 Auth! Body! Tests Pre Run

JSON XML Text Form Form-encode  GraphQL Binary

2 "whichQuery"”: 2,
3 "departmentl”: "Aee",

"department2”: "E@O"

(1) The which query variable is an integer, so no quotation marks are present.
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(2) The fields “department1l” and “department2” have string variables and include quotation

marks.
Information
- We know this is the information that the REST Service is expecting because
we reviewed the JSON schema for selectByDeptSP in section 1.3.1.

An application developer would use the same process in order to use the
service in their application.

B. FOR SQL STATEMENT: Update the request with the information below to execute the Db2 service
we created in section 1.3. The required input parameters we reviewed in section 1.4.1 resides in
the JSON body.

i. Set the REST Method to: POST
ii. Add the Db2 REST URL:
http://wg31.washington.ibm.com:2446/services/SYSIBMService/selectByDeptSTMT
1) Db2 DNS name = wg31.washington.ibm.com
(2) Db2 port = 2446
(3) Db2 Service URI = /services/SYSIBMService/selectByDeptSTMT
iii. Create the request JSON body by entering all the fields needed to execute the Db2
Service we created in section 1.3 (“selectByDeptSTMT”), provided below. Click on the Body tab
and then the JSON tab.
{
"INDEPTNQ": "A0O"
1

(1) The INDEPTNO variable is a character string that maps to WORKDEPT.

Information

We know this is the information that the REST Service is
» expecting because we reviewed the JSON schema for
t selectByDeptSTMT in section 1.3.1.

An application developer would use the same process in
order to use the service in their application.
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5. Whether you are executing the request using the provided stored procedure or a simple SQL
statement, click SEND to invoke the command. In step 7 below, review the result set output
corresponding to your service.

6. Execute service response. Confirm the output below.

A. The first item for review is the status code should be 200 OK. The status code 200 OK will be the
normal successful return code for Db2 services.

Status:] Size: [ Time:

Response Headers®  Cookies Results Docs
1
2 "Output Parameters”: {},
"ResultSet 1 Output™: [
I
| §
"employeeNumber™: "©00010",
"firstName"”: "CHRISTINE",
7 "middleInitial™: "I",
"lastName": "HAAS",
"department”: "A@e",
10 "phoneNumber”: "3978"

11 },
12 (
i. The nextitem for review is the result set output that contains the employee information
available in the response Body tab.

(1) FOR STORED PROCEDURE: Scrolling down to review the entire response body, we can see
that the employees belonging to the work departments within the range AOO to EOO have
been retuned, which corresponds to the input parameters that we sent in the request body
when we executed the service “selectByDeptSP”.

(2) FOR SQL STATEMENT: Scrolling down to review the entire response body, we can see that
the employees belonging to the work department AOO have been retuned, which
corresponds to the input parameters that we sent in the request body when we executed
the service “selectByDeptSTMT”.

Summary: In this section we executed the REST Service(s) that we created in step 1.3 In order to

execute it properly, we viewed the JSON schema corresponding to the service created (selectByDeptSP
and/or selectByDeptSTMT) and then executed the service in a request.

Execute the

Service
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1.5 Versioning Db2 REST Services

In this section of the lab, we will explore a Db2 REST Service versioning example. A versioned Db2 Native
REST Service — using a SQL statement — has been provided for you, which you will view and then create two

new versions an examine the different output result sets. To understand the service, we will view the service’s
schema, execute the service, and then create the new services.

1.5.1 Discover the Versioned Service

__ 1. Navigate back to the Zowe extension to locate the JCL for the versions of your Db2 REST services. To

create the “selectByEmpNum” service, right click on RESTV1 and click Submit to create the service.
Do the same thing for RESTV2 and RESTV3 as well.

X File
&
DATA SETS
p -
g ER1.CMDB21 * |
> il
[ [ O res x|
®
&)
i
UNlXSV&T[Mé
Joss
A * l

__ 2. Review the JCL before submitting to understand the differences between each version. The JCL has
been provided below for reference.
xJ File Edit Select e R Terminal  He |

DATA SETS

Jo
&

| & N

| @ [P *|

11
o R

o

UNIX SYSTEM SERVICES (USS)

__3. Navigate back to the Thunder client. Use the “Discover Services” request again to discover the

versioned “selectByEmpNum” service after having submitted the RESTV1 JCL. Click SEND to invoke
the command.
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filter collections

v Db2 native rest services

E3) discover services
1day ago

E3) Display service JSON schema

G50 Execute a Db2 REST Senvice: Stored Procedure

)Q File Edit Selection View Go Run Terminal Help « | Search [Administrator]

D | resces O~ | usenrcromcuREsTvr (1 dacovrsevces x]

/O GET http://wg31.washington.ibm.com:2446/services m
Activity Collections Env

1_9 Query Headers? Auth! Body Tests Pre Run

__ 4. Scroll down and find the versioned service “selectByEmpNum” in the discover response output body.
Review the version number and different parameters, next we will view the service schema located at

44

&b
O 00 N O\ W»m

o

eg

the serviceURL.

]

£
L

"serviceName":I"selectByEmpHum", I

"serviceCollectionID":
“"version”: "V1",

"isDefaultVersion™:
"serviceStatus":

L

“"serviceProvider":

true,
"started”,
"serviceDescription”: "Select employee based on employee number

"SYSIBMService"”,

"db2service-1.0",
"serviceURL": "http://wg31l.washington.ibm.com:2446/services

/SYSIBMService/selectByEmpNum/V1",

"alternateServiceURL": "http://wg31.washington.ibm.com:2446

/services/SYSIBMService/selectByEmpNum"”

Summary: Here we quickly discovered the information for the provided service “selectByEmpNum”.

32
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1.5.2 View the JSON schema of the service
__ 1. Usethe “Display service JSON schema” request again to learn more about the versioned service
“selectByEmpNum?”.

A. Open the “Display service JSON schema ” request again in the “Db2 Native REST Services”
collection from side navigation bar if you had previously closed the request.

X F Go Run Terminal Help — | e Administra
@ HUNDER CLIENT O o USER1.CMDB21JCL(RESTV 1).jcl ‘ TC discover services X 3‘

p GET http://wg31.washington.ibm.com:2446/services

Activity Collections Env
Z_P _ Query Headers 2 Alm Body Tests Pre Run
filter collections = s

> v Db2 native rest services None Basic Bearer OQAuth2 NTLM AWS
o
> - Username USER1
o a r Password ~ eeeee

__ 2. Update the request with the information below to view the versioned service’s JISON schema.
A. The REST method should remain GET.
B. Add the “selectByEmpNum” serviceURL:
http://wg31.washington.ibm.com:2446/services/SYSIBMService/selectByEmpNum/V1
i.  Db2DNS name = wg31.washington.ibm.com
ii. Db2port=2446
iii. Db2 service URL = /services/SYSIBMService/selectByEmpNum/
iv.  Service version =V1
Notice that the version number — V1 —is included. If this parameter is not included in the URL,
then the default version of the service will be used, which is indicated by the
“isDefaultVersion” parameter from the Discover result set output from section 1.5.1.

)Q File Edit Selection View Go un Terminal Help « \ Search [Admin
@ THUNDER CLIENT O - USER1.CMDB21JCLRESTV 1) jcl ‘ TC discover services | Tc Display service JSON sche.. X ‘|
=
/C) GET http://wg31.washington.ibm.com:2446/services/SYS 3'.‘5—;-'.|:e_-s&|ec(E‘,Em:‘\_er Send
Activity Collections Env
2_9 | Query Headers2 Auth! Body Tests Pre Run
filter collections =
ﬁl\,v ~ Db2 native rest services Query Parameters
: 539 discover services
™ =3 Display service JSON schema
=) o
0 Execute a Db2 REST Service: Stored Procedure

3. Click SEND to invoke the command.

__ 4. The Db2 REST service schema information will be displayed in the response. Confirm the following
output below for the services that you created.

A. Listed below are highlighted sections with the request schema fields and data types for the
selectByEmpNum/V1 service. In order to send a successful REST request to Db2, this schema
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indicates what must be included in the request body in order to execute the service. Review the
required fields and their expected corresponding data types below. You will use this information
later to execute the service.

i. employeeNumber = string

Status: K Size: 1.61KE Time:

Response Headers® Cookies Results Docs {}

"selectByEmpNum"”,

ionID": "SYSIBMService",

n": true,
": "db2service-1.0",

tion": “"Select employee based on employee

vices
tByEmpNum/V1"
: "started”,
json-schema.org/draft-04/schema#”,
s
"'ma
"de "Nullable CHAR(6)"
"Service selectByEmpNum invocation HTTP

From this information we can imagine what a request body should entail. For example, here
is a sample JSON request that we could use to invoke the service:

{
"EMPNUM": "000010"
}

B. Reviewing other sections of the response schema, you will see what data will be returned from
Db2 and how you will receive that data.

Summary: In this section, we reviewed the JSON schema for the service selectByEmpNum, to
understand how to execute the service and see how the data will be returned in the response.
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1.5.3 Execute the versioned service

__ 1. Toexecute the versioned service, you may use either of the “Execute a Db2 REST Service: ...” requests
— Stored Procedure or SQL Statement.

A. Open one of the “Execute a Db2 REST Service: ...” requests again in the “Db2 Native REST
Services” collection from side navigation bar if you had previously closed the request.
__ 2. Update the request with the information below to execute the versioned service.

A. The REST Method should remain: POST

B. Add the “selectByEmpNum” serviceURL:
http://wg31.washington.ibm.com:2446/services/SYSIBMService/selectByEmpNum/V1

i. Db2DNS name = wg31.washington.ibm.com
ii. Db2port=2446
iii. Db2service URL = /services/SYSIBMService/selectByEmpNum/

iv.  Service version =V1
Notice that the version number — V1 —is included. If this parameter is not included in the URL,
then the default version of the service will be used, which is indicated by the
“isDefaultVersion” parameter from the Discover result set output in section 1.6.1 step 1C.

C. Add the service’s required parameters to the JSON Body of the request:

"EMPNUM": "000010"
%) File Edit Selection - 1
@ THUNDER CLIENT W JRE USER? f1DB2 1JCL(RESTV1)4c € discover services Display service JSON sche. | TC Execute a
/O POST http://wg31.washington.ibm.com:2446/services/SYSIBMService/selectByEmpNum/V1
Activity Collections Env
g_o Query Headers2 Auth! Body! Tests Pre Run
filter collections =
ﬂ|’> v Db2 native rest services JSON XML Text Form Form-encode  GraphQL Binary
. Disol *NU e 1
=]
o Execute a Db2 REST Service: Stored Procedure

__3. Click SEND to invoke the request.

__ 4. Execute Service Response. Confirm the proper output below:

A. Thefirst item for review is the status code should be 200 OK. The status code 200 OK will be the
normal successful return code for Db2 services.
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B. The next item for review is the result set output that contains the employee information available
in the response Body tab.

Status{200 OK ] Size: 161 Bytes  Time: 64 ms
Response Headers®  Cookies Results Docs {1
1v{

2 v "ResultSet Output”: [ -
I
L

"FIRSTNME": "CHRISTINE",

5 "LASTNAME": "HAAS",

6 "PHONENO": "3978",

7 "WORKDEPT": "A@8"

9 1.

"StatusCode": 200,

11 "StatusDescription”: "Execution Successful"”

i.  Upon executing the service we can see that employee information pertaining to the
employee number that was sent to Db2 with the REST request was returned. In the
following section, we will create new versions of this same service such that more
information will be returned, by selecting data with more complex SQL statements.

Summary: In this section we executed the service that was provided - selectByEmpNum - to
understand the service’s default version behavior, and result set output. In the following section we will
create two new versions, that will expand upon this result set.
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1.5.4 Create new versions of the service
__ 1. Tocreate a new version of the “selectByEmpNum” service, use the provided JCL to submit batch jobs
in the same way you completed section 1.3 about executing services.

A. Navigate back to Zowe.

B. Locate the JCL for the versioned services under USER1.CMDB21.JCL.

e

® | *

[

®
&

__ 2. Rightclickon RESTV2 and RESTV3, and click Submit to create the services. Review the JCL before

submitting to understand the differences between each version. The JCL has been provided below for
reference.

D&

o]

0”
*

»® % ow

Bs o
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3.  When the status message with the job ID pops up, click the hyperlink to verify the job ran successfully.
A Completion Code (CC) of 0000 is expected for successful submission.

~ JOBS + O
=

orit
v ™

(4]

e5
||g:‘1
RESTV3(JOB08932) - CC 0000 *

Summary: In this section we created two new versions of the existing service “selectByEmpNum” using
the provided JCL. Version 2 returns the employee’s manager in the result set, and version 3 includes the
employee’s manager and the manager’s phone number in the result set. In the following section, we will
see how these services compare when executed.
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1.5.5 Execute the new versioned services

__ 1. To execute the versioned services, you may use either of the “Execute a Db2 REST Service: ...”requests —
Stored Procedure or SQL Statement.
A. Open one of the “Execute a Db2 REST Service: ...” requests again in the “Db2 Native REST
Services” collection from side navigation bar if you had previously closed the request.

] File Helg «~ | Sea
@ THUNDER CLIENT . R1.CMDB21JCL(RESTV 1} jci TC discover services ‘ Display service JSON sche
/C) T p l.wa gton.ibm.com: 5, A | Num

Activity Collections Env
Z_g o Qr Heade Au Body! T

filter collections —

> v D R + JSON Te: Fi 1 e  GraphQL Bina
o —

_ ) N "poeoele
™ e
(=]

4

113 ecute a Db2 REST Service: Stores

__ 2. Update the request with the information below to execute the second version of the “selectByEmpNum”
service that includes the employee’s manager in the response.

A. The REST Method should remain: POST
B. Add the “selectByEmpNum” serviceURL:

http://wg31.washington.ibm.com:2446/services/SYSIBMService/selectByEmpNum/V2
i. Db2 DNS name = wg31.washington.ibm.com
ii. Db2 port=2446
iii. Db2 service URL = /services/SYSIBMService/selectByEmpNum/

iv. Service version=V2

***DO NOT FORGET TO UPDATE THE VERSION NUMBER***

If this parameter is not included in the URL, then the default version of the service will be executed,
which is indicated by the “isDefaultVersion” parameter from the Discover result set output in section
1.5.1 step 3.

C. Add the services required parameters to the JSON Body of the request:

{
"EMPNUM": "000010"

}
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The EMPNUM variable is a character string that maps to EMPNO.

__3. Click SEND to invoke the request.
__ 4. Execute Service Response. Confirm the proper output below:

A.

The first item for review is the status code should be 200 OK. The status code 200 OK will be
the normal successful return code for Db2 services.

The next item for review is the result set output that contains the employee information available
in the response Body tab.

Status: Size: Time:
Response Headers © Cookies Results Docs
f
L
2 esultset Outp wut o [
I
L
FIRSTH CHRISTINE",
LASTNAME HAAS"
PH N X
WORKDEPT" APO
ANA 3"+ "HAAS
tatus 26
StatusDescriptio u n Succ ful

Upon executing the service, we can see that now the manager’s last name is included in
the result set output when compared to the execution of the original service V1.

__ 5. Upon successful execution of the second version of the service, execute the third version of the service
that includes the manager’s phone number in the response. In the “Execute a Db2 REST Service: ...”
request, update the fields with the following information:
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A. The REST Method should remain: POST

B. Add the “selectByEmpNum” serviceURL:

http://wg3l.washington.ibm.com:2446/services/SYSIBMService/selectByEmpNum/V3
i. Db2 DNS name = wg3l.washington.ibm.com
ii. Db2 port=2446
iii. Db2 service URL = /services/SYSIBMService/selectByEmpNum/

iv. Service version = V3
***DO NOT FORGET TO UPDATE THE VERSION NUMBER***

If this parameter is not included in the URL, then the default version of the service will be executed,
which is indicated by the “isDefaultVersion” parameter from the Discover result set output in section

1.5.1.
C. Add the service’s required parameters to the JSON Body of the request:
{
‘EMPNUM?”: "000010"
}

1. The EMPNUM variable is a character string that maps to EMPNO.
__6. Click SEND to invoke the request.

__ 7. Execute Service Response. Confirm the proper output below:

A. The first item for review is the status code should be 200 OK. The status code 200 OK will be
the normal successful return code for Db2 services.

B. The next item for review is the result set output that contains the employee information available
in the response Body tab.

Status: 200 OK  Size: 196 Bytes  Time: 43 ms

Response Headers ® Cookies Results Docs
1
"ResultSet Output”™: [

{

"StatusDescription”: "Execution Successful”

i. Upon executing the service, we can see that now the manager’s last name AND phone
number is included in the result set output when compared to the execution of the
original service V1.
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Summary: In this section we executed the newly created versions of the service that was provided -
selectByEmpNum. By employing this technique, there can be multiple services with the same name that

perform similar tasks depending on what the desired output is.
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1.6 Summary

During this lab, you learned how quickly a stored procedure and/or a SQL statement could be used to create a
Native Db2 REST Service. Upon reviewing the Db2 system information and the sample Db2 Stored Procedure,
you accomplished the following using the REST client — Postman — to manage, view, and execute the Native
REST Services:

1.  Used the discover API to view the installed services on DB2.

2. Created a service using a stored procedure and/or a SQL statement.

3. Viewed the service(s) schema(s) to understand the required parameters needed to execute the
service(s), as well as understand how the service would behave when called.

4.  Executed the service using the information available in the service(s) schema(s).

5. Finally, explore the versioning capability of Db2 REST Services.
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